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Abstract - This study examines how consumer knowledge 

about online behavioral advertising (OBA) tactics affects ad 

avoidance behavior in display ads and video ads on Instagram 

social media platforms. The study combines two theoretical 

approaches, the Persuasion Knowledge Model (PKM) and the 

Protection Motivation Theory (PMT). The online survey 

examined how consumers cope with OBA based on their 

persuasion knowledge, cognitive appraisal, and cognitive 

processing variables. Structural equation modeling was used 

to analyze the data collected from 211 consumers aged 18-34 

years who are active Instagram users. The results reveal that 

from the cognitive appraisal variables, the perceived risks 

were indirectly associated with ad avoidance throughout 

privacy concerns without being related to persuasion 

knowledge, perceived benefits were significantly associated 

with persuasion knowledge. Still, it was not associated with 

privacy concerns, persuasion knowledge was indirectly 

associated with ad avoidance throughout self-efficacy, and 

privacy concerns partially mediated such associations with ad 

avoidance. From the cognitive processing variables, reactance 

was significantly associated with ad avoidance without being 

related to persuasion knowledge, and perceived 

personalization was associated with persuasion knowledge 

and significantly related to ad avoidance.  
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I.  INTRODUCTION 
 

 Based on the digital report from Hootsuite & We Are 

Social 2021, Indonesian internet users in January 2021 

have reached 202.6 million people, or around 73.7% of 

Indonesia’s current total population of 274.9 million 

people. With this number of users, this is a massive 

potential for marketers in Indonesia to market their 

product’s digital marketing. However, in Indonesia, the use 

of the Internet is still dominated by social media as the 

main activity on the Internet. Out of 202.6 million internet 

users in Indonesia, 170 million are active users of social 

media. And if viewed from the average daily internet usage 

in Indonesia, the average daily internet usage time is 8 

hours 52 minutes per day, 3 hours and 14 minutes were 

spent using social media [1]. 

 Of the top five most used social media platforms in 

Indonesia, three of them are platforms from the Facebook 

network (Facebook, Whatsapp, and Instagram), which is 

used by around 80% of the total population in Indonesia 

[1]. Seeing this development of internet use in Indonesia, it 

is essential to know consumers’ perspectives on the 

benefits and risks of using the Internet, especially in digital 

marketing. 

 One of the most important new ways to reach targeted 

audiences in digital marketing is with Online Behavioral 

Advertising  (OBA) [2]. The use of OBA allows companies 

to target consumers more accurately by studying the 

footprint of consumer data on the Internet, such as 

browsing or shopping history [3]. Boerman et al. state that 

online behavioral advertising is a practice of monitoring 

people’s online behavior and using the collected 

information to show people individually targeted 

advertisements [4].  

 Citing research conducted by Baek and Morimoto [5], 

Data collected in OBA practice can include sensitive 

personal information such as health, finances, or children. 

This kind of sensitive information may fall into the hands 

of irresponsible parties or be used for unexpected purposes 

and increase consumer fears about losing control of their 

sensitive personal information [5]. Several studies have 

revealed a lack of consumer perceptions and knowledge of 

OBA practices and the associated privacy issues and 

regulations[6]–[8]. Not many consumers are aware of the 

practice of tracking online behavior, and know-how 

tailored advertising messages are delivered [6], [8].  

 One of the studies that discuss the impact of OBA is 

Research by Chang-Dae Ham [9]. This study examines the 

effects of knowledge about persuasion in OBA on privacy 

concerns and ad avoidance. Research conducted on college 

students using an ad format in the form of a display ad on 

websites and ad networks found that respondents were 

more likely to avoid OBA when they recognized a higher 

level of covert persuasion tactics; receive more of the 

potential risks and fewer benefits of OBA [9].  

 The research model developed by Chang-Dae Ham [9] 

uses the integration of two theories in building his research 

model, namely the Persuasion Knowledge Model [10] and 

Protection Motivation Theory [11]. First, this research uses 

the Persuasion Knowledge Model approach, which wants 

to see how the influence of consumer knowledge 

persuasion on cognitive appraisal consisting of threat 

appraisal (severity/reward) and coping appraisal (self-

efficacy) and also on cognitive processing consisting of 

reactance and perceived personalization. Furthermore, the 

PKM model is integrated into the Protection Motivation 

Theory model , which wants to examine the effect of 
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knowledge persuasion on protection motivation (privacy 

concern), which wants to see whether ad avoidance will 

occur or not. 

 Considering that Chang-Dae Ham’s [9] research has a 

solid theoretical foundation and has only been tested on 

respondents in the student group, this study seeks to test the 

model further using display and video ads formats in the 

Instagram social media platform. Moreover, in the broader 

group of respondents, namely students, employers, and 

workers in the 18-34 age range. Because this age range is 

the most extensive age range for social media users based 

on the Indonesia Digital Report 2021 report done by 

Hootsuite and We Are Social. 

 

 

II.  LITERATURE REVIEW 
 

A.  Online Behavioral Advertising (OBA) 

  

For online marketers and advertisers, the current trend 

is to target more specific consumers because they 

understand that irrelevant advertising messages will only 

cause distraction, and consumers will avoid 

advertisements. Thus, efforts to convey more relevant 

advertising messages are critical in a digital world where 

there are many ad interruptions (for example pop-up ads 

and junk email) which significantly disrupt the consumer 

experience in using a website [5]. In such environmental 

conditions, Online Behavioral Advertising (OBA) provides 

the optimal solution for advertisers who do not want to 

waste money on advertising and reach people who have no 

interest in what they have to offer. 

Online Behavioral Advertising (OBA) Is a technology 

in online advertising to deliver online advertisements that 

have been tailored to consumer interests and taste based on 

information that has been collected from consumer 

behavior on the Internet [2]. The main goal of OBA is to 

increase sales and profits by personalizing advertising 

content based on consumer characteristics [12]. 

Meanwhile, OBA is described as a technology-based 

advertising targeting method. Where digital media 

companies and advertising networks carry out tracking, 

collect online consumer behavior, conduct analysis, then 

infer interests, preferences, geographic location, etc. to 

then selectively expose tailored advertising messages to the 

same individual consumer [13]. 

The most common mechanism used in OBA is by using 

cookies from third parties. Third parties (for example, ad 

networks such as Facebook or Google) that work with 

specific websites visited by consumers can place cookie 

files on the consumer’s hard drive without the consumer 

knowing it, thereby enabling the third party to identify 

consumer computer devices and track consumer online 

behavior for targeting purposes. Advertisements to these 

consumers. 

With the application of OBA, consumers get more 

valuable and relevant advertising information without 

facing random and irrelevant advertisements [8], [14], [15]. 

However, in practice, OBA does online activity tracking, 

collects behavioral data, and disseminates information that 

is often contrary to consumer privacy, especially given that 

very few webs or applications provide consumers with the 

option to consent to OBA’s covert tracking tactics. 

Moreover, due to this covert mechanism, not many 

consumers understand how cookies from third parties are 

used in OBA practices and how their personal online 

activities are tracked. 

 This covert method can harm consumers when a 

consumer’s online behavior is tracked without the 

consumer’s knowledge or complete awareness of the 

potential risk of privacy breaches. Research has found that 

personalized advertising poses significant privacy 

concerns due to the potential to misuse personal 

information [5], [16], [17]. OBA will raise serious 

concerns, especially because consumers do not clearly 

understand how OBA works and how to control what 

information from the online behavior they can share. 

 

B.  Persuasion Knowledge Model (PKM) and Privacy 

Concern 

 

 OBA is a technology-driven persuasion tactic that is 

covert and difficult for consumers to deal with effectively 

because it is invisible [6], [18], [19]. To understand and 

interpret how consumers deal with these hidden tactics, in 

this study, Chang-Dae Ham [9] argue that the Persuasion 

Knowledge Model (PKM) approach is the proper 

framework. In their Research, Friestad and Wright [10] 

suggest that in responding to the persuasion efforts of 

persuasion agents (for example, marketers or advertisers), 

consumers as persuasion targets should be able to conclude 

what the hidden motives of a persuasion attempt 

(advertising) are. 

When the main intentions of the persuasion tactic can be 

revealed, the consumer can actively overcome the 

persuasion effort. Furthermore, in this study, recognizing 

the hidden persuasion intentions of advertisers may 

activate a level of consumer knowledge of persuasion 

efforts, which in turn may lead consumers to resist 

persuasion by persuasion agents (advertisers or marketers). 

In the context of OBA, with the fact that OBA uses cookies 

as a covert marketing tactic [19], PKM can be interpreted 

as the extent to which consumers’ knowledge and 

understanding of the use of cookies in OBA is a covert 

marketing tactic in dealing with an online advertisement. 

Information privacy is defined as an individual’s ability 

to control when, how, and the extent to which his personal 

information is communicated to others [20]. The increase 

in the digitization of personal information and advances in 

Internet technology poses new challenges for consumer 

information privacy [21]–[23]. On the one hand, 

personalized web services and business software require 

collecting and extracting large amounts of personally 

identifiable information [24]. So; on the other hand, when 

consumers become content providers on web blogs and 

social networking sites, their personal information 

becomes more vulnerable. 
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Concern which represents consumers' beliefs, attitudes, 

and perceptions about their privacy, has been used as a 

proxy measure in many contexts [25]. Treated as 

antecedent [26], [27], as consequence [28], [29], as 

mediator [30], [31], and as a moderating factor [21], [32]. 

According to [33] attention to privacy varies depending on 

attitudes towards marketers, situational characteristics, and 

shopping habits which ultimately affect consumers' 

willingness to provide data to marketers. 

Concerning PKM, when consumers are not aware of the 

practice of collecting and tracking their personal 

information data, there will be a risk of misuse of that 

personal information as a result of consumers being unable 

to control what personal information data they can share. 

Research on consumer persuasion knowledge has been 

expanded into the context of consumer privacy concerns 

about personalized advertising and disclosure of personal 

information on a website, but the results have not been 

consistent. Simonson [34] found that consumers 

acknowledge tailored claims of personalized advertising 

messages as an attempt at manipulative persuasion. Youn 

[35] examined the relationship between the general 

knowledge of young people about personal information 

practices on websites and the privacy issues arising from 

such practices but did not find a significant relationship 

between them. Neither of these studies has directly 

examined the relationship between knowledge of 

persuasion and privacy concerns.  

However, it is implied that consumer persuasion 

knowledge is related to the level of concern about privacy 

violations in personalized advertising. Given the fact that 

OBA using third-party cookies as a covert marketing tactic 

[19] and assumes a positive relationship between 

persuasion knowledge and issues of privacy violations. 

Chang-Dae Ham [9] states that consumer knowledge of 

persuasion techniques (persuasion knowledge), which 

arises from the acknowledgment that OBA uses covert 

third-party cookies, will have a positive relationship with 

consumer concerns about privacy (privacy concern) on 

OBA. So that the hypothesis that is formed is as follows:  

 

H1: Consumer persuasion knowledge  about OBA has a 

positive effect on privacy concern on OBA 

 

C.  Persuasion Knowledge Model and Coping Strategies 

 

According to the PKM theory, consumers with better 

persuasion knowledge are more likely to develop effective 

coping strategies for persuasion techniques [35], [36]. 

Effective coping strategies against persuasion techniques, 

as described by Kirmani and Campbell [37], are not 

necessarily a stronger resistance to persuasion techniques 

but rather a better understanding and assessment of the 

effectiveness of a persuasion technique. Consumers as the 

target of OBA who have better persuasion knowledge 

about OBA will be better able to understand what the 

effects of OBA persuasion are; they will therefore pursue 

potential benefits or avoid possible harm from OBA and 

will thus consider that they have achieved personal goals 

as a result of their interactions with OBA [9]. Therefore, 

the hypothesis formed is as follows: 

  

H2a: Consumer persuasion knowledge of OBA has a 

positive effect on the perceived risk of OBA 

 

H2b: Consumer persuasion knowledge of OBA has a 

positive effect on the perceived benefits of OBA 

 

D.  Protection Motivation Theory (PMT) and Cognitive 

Appraisal 

 

Protection Motivation Theory (PMT) tries to explain 

how individuals perceive threats in an environment with 

risks and copes with them based on cognitive assessments. 

This theory introduces six factors into two cognitive 

mechanisms: the threat appraisal mechanism consisting of 

perceived severity, perceived vulnerability, and reward and 

coping appraisal mechanisms consisting of perceived 

response efficacy, perceived self-efficacy, and response 

cost. These assessment processes are involved in the 

motivation to protect oneself and perform adaptive 

behavior in response to risky events [9]. Several previous 

studies explained that PMT provides a basic framework to 

explain how people behave in response to certain types of 

threats or fears in various contexts such as smartphone 

security [38], health risks [39], and privacy on social media 

[40]. 

In the threat appraisal process for PMT, the perception 

of the threat level is determined by the difference between 

the combined severity of risk and vulnerability, on the one 

hand, with reward, on the other hand. (Threat appraisal = 

severity and vulnerability of risk - reward) [9]. 

In the threat assessment process of PMT, this theory 

proposes that individual assessments of risks and benefits 

play an essential role in activating consumer protection 

motivation. Thus, any perceived loss (risk) associated with 

risky behavior will increase consumer protection 

motivation, while on the contrary, any perceived reward 

(benefit) will reduce consumer protection [11], [41], [42]. 

In the context of OBA, vulnerability to risk refers to the 

perception of the possibility that losses will occur to the 

privacy of individual consumers as a result of disclosing 

information through OBA. The severity of risk refers to the 

perception of how much harm may arise to consumer 

privacy due to disclosing information through OBA [9].  

According to PMT [11], vulnerability and severity are 

different assessment processes but combined to form 

effective coping strategies by individuals. With this 

framework and applying the expectancy-value approach 

(∑sivi ; s: severity , v: vulnerability), risk perception is 

calculated as a combination of vulnerability and severity 

that together significantly influences risk management 

strategies [43]. Thus, the hypothesis formed is as follows: 

  

H3a: Perceived vulnerability to a severe risk of privacy 

breaches (perceived risk) will positively affect concerns 

about consumer privacy issues on OBA (privacy concern). 
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Benefits in PMT refer to the rewards that consumers 

expect by engaging in risky behavior. When the benefits of 

obtaining relevant information from OBA outweigh the 

risks received from a breach of privacy, it reduces the 

motivation to protect privacy [33], [44]. White [45] reveals 

that consumers are willing to share personal information 

related to privacy in exchange for customized marketing 

offers. In addition, users of social networking sites are 

willing to disclose their information to maintain social 

relationships with their friends [46] and to meet their needs 

[47]. In these study, an increase in perceived benefits will 

reduce defensive motives. Chang-Dae Ham [9] states that 

consumers are less likely to worry about privacy violations 

when they feel more benefits from OBA, which provides 

relevant information to consumers. Therefore the 

hypothesis that is formed is: 

  

H3b: Perception of the benefits (perceived benefits) of 

receiving relevant information has a negative effect on the 

concern of privacy concerns on OBA. 

  

Apart from threat appraisal, PMT also proposes another 

cognitive mechanism in coping appraisal, in which there 

are three significant factors in influencing protection 

motivation: perceived self-efficacy, perceived response 

efficacy, and response costs. Among these variables, self-

efficacy refers to the level of individual confidence in their 

ability to achieve specific goals [48]. In the context of 

online privacy, the concept of self-efficacy refers to an 

individual’s confidence in their ability to protect online 

privacy [49], [50]. 

Previous studies have consistently shown that the 

concept of self-efficacy is a significant predictor of concern 

about privacy infringement. Individuals with higher levels 

of self-efficacy tend to have lower attention to the privacy 

of health information [51], self-efficacy significantly 

affects privacy issues in social networks [52] and engage 

in social behavior protection against viruses [53]. 

 

According to Bearden et al. [54], persuasion knowledge 

is a sub-dimension of the concept of self-confidence, 

representing the perception of consumers’ ability to 

understand persuasion agent tactics and their ability to 

overcome these tactics. Therefore, consumer knowledge 

persuasion is conceptually associated with self-efficacy so 

that those who have higher knowledge persuasion will have 

higher self-efficacy in responding to persuasion tactics that 

pose a threat [9]. In his research, Chang-Dae Ham [9] states 

that consumer persuasion knowledge is positively related 

to self-efficacy, which will be a significant factor 

predicting consumer judgment about how to deal with 

possible privacy violations by OBA. Thus, the hypothesis 

is: 

  

H4a: Consumer persuasion knowledge of OBA has a 

positive effect on self-efficacy 

 

H4b: Self-efficacy has a positive effect on privacy 

concern with OBA 

  

E.  Advertising Avoidance as Coping Behavior 

 

The Internet is a task-and-goal-oriented medium 

whereby users quickly avoid advertisements when they are 

perceived to interfere with achieving their goals [55]–[57]. 

Ad avoidance refers to all actions by media users that 

differently reduce their exposure to advertising content 

[58].  

In the context of the Internet, Cho and Cheon [56] 

explain that advertising avoidance includes three 

components in terms of consumer response to 

advertisements on the Internet, namely: cognitive, 

affective, and behavioral. Applying this theory to the 

context of OBA, cognitive avoidance of advertising will 

involve willfully ignoring advertising messages conveyed 

through behavioral targeting. Affective avoidance of 

advertising will occur when consumers dislike or hate 

advertising messages that have been tailored by tracking 

behavior. Behavioral ad avoidance represented by 

consumer action to avoid the ad by immediately leaving the 

OBA page, blocking the OBA, or avoiding clicking on the 

OBA [9]. 

Consumer protection motivation arising from OBA-

related privacy concerns will positively influence their 

protective behavior in the form of advertising avoidance 

[9]. Therefore the hypothesis that is formed is: 

  

H5: Privacy concern of consumers regarding OBA will 

have a positive effect on ad avoidance 

 

F.  Persuasion Knowledge Model Effect on Psychological 

Reactance and Perceived Personalization 

 

Psychological reactance theory [59] suggests that any 

attempt that aims to change or control a person's attitude or 

behavior can be considered a threat to individuals as well 

as a threat to their freedom.When their freedom is limited, 

threatened, or lost, consumers will try to restore it. This 

motivation for recovery is known as psychological 

reactance, encouraging consumers to react the opposite 

way to persuasion attempts [60], [61]. Meanwhile, 

according to Steindl et al. [62] psychological reactance is a 

reaction to the threat to freedom that arises from a 

persuasive message. Where it is defined as an unpleasant 

motivational that arises when a person experiences a threat 

or potential loss of freedom [62]. 

Psychological reactance mediates the personalization 

effect because it limits personal freedom to manage and 

control personal information and privacy [63]. Persuasion 

knowledge behavior tracking methods in OBA can be seen 

as limiting personal freedom to control and protect 

personal privacy online, which in turn increases 

psychological reactance. Furthermore, it is hoped that the 

psychological reactance will motivate consumers to react 

negatively and increase OBA avoidance rather than 

accepting it [9]. The hypothesis that is formed is as follows: 
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H6a: Consumer persuasion knowledge of OBA has a 

positive effect on reactance 

 

H6b: Reactance has a positive effect on ad avoidance 

  

Personalization can be defined as the delivery of 

personalized advertisements to individuals based on their 

exclusive preferences [64]. Persuasion knowledge allows 

consumers to see the effectiveness of a persuasion tactic 

[10]. In theory, perceived effectiveness refers to the 

perception of “what makes a persuasion tactic effective 

[37]. In the context of OBA, Chang-Dae Ham [9] argues 

that perceived effectiveness means the extent to which 

consumers perceive that OBA messages have been 

personalized for them, or what is called perceived 

personalization. 

When consumers know and understand how OBA 

works, they will tend to see OBA personalization; thus, 

persuasion knowledge will be positively related to 

perceived personalization [9]. Perceived personalization is 

negatively related to ad avoidance because the more 

personalized it is, the more valuable the advertisement is, 

and the less likely it is to cause ad avoidance [5]. Therefore, 

persuasion knowledge about OBA will be positively 

related to perceived personalization, which in turn will be 

negatively related to OBA avoidance [9]. The hypothesis 

that is formed is as follows: 

  

H7a: Consumer persuasion knowledge of OBA has a 

positive effect on perceived personalization 

 

H7b: Perceived personalization has a positive effect on ad 

avoidance 

 

 

G. Reactance and Perceived Personalization on Protection 

Motivation Theory 

 

 In PMT theory, reactance and perceived 

personalization variables are not conceptualized as 

assessment variables related to motivation in privacy 

protection, but in Chang-Dae Ham’s [9], these two 

variables are tried to examine how the relationship between 

these two variables is on privacy concern. According to 

Chang-Dae Ham [9], it is said that reactance is the opposite 

reaction of consumers to the purpose behind persuasion 

tactics; therefore, reactance may be related to the 

motivation of privacy protection. In addition, perceived 

personalization may be positively related to privacy 

concern wherein perceived personalization will increase 

privacy concern or be negatively related to privacy concern 

to the extent that perceived personalization would increase 

perceived usefulness, decreasing motivation to protect 

privacy. 

From Chang-Dae Ham’s [9] on the relationship between 

the two variables reactance and perceived personalization 

to privacy concern, it was found that reactance has a 

positive and significant relationship to privacy concern 

while perceived personalization has a positive relationship 

to privacy concern but not significant. Regarding the 

explanation above, this study will also examine the 

relationship between reactance to privacy concerns and 

also the relationship between perceived personalization to 

privacy concerns and the hypothesis formed as follows: 

 

 

H8a: Reactance has a positive effect on privacy 

concerns 

 

H8b: Perceived personalization has a positive effect on 

privacy concern 

 

H. Reactance and Perceived Personalization on Protection 

Motivation Theory 

 

 In previous studies such as Crossler [65] and Chang-

Dae Ham [9], cognitive appraisal variables, namely 

perceived risk, perceived benefit, and self-efficacy, can be 

directly related to protective behavior as in theory PMT. 

Chang-Dae Ham [9] shows that perceived risk and self-

efficacy positively and significantly affect ad avoidance 

behavior, while perceived benefit has a negative but not 

significant effect on ad avoidance behavior. By referring to 

the results of the previous research, this study will also 

examine the relationship of the three cognitive appraisal 

variables to ad avoidance behavior with the hypothesis 

formed, namely: 

 

H9a: Perceived risk has a positive effect on ad 

avoidance behavior 

 

H9b: Perceived benefit has a negative effect on ad 

avoidance behavior 

 

H9c: Self-efficacy has a positive effect on ad avoidance 

behavior 

 

By integrating two-approach models, Persuasion 

Knowledge Model [10] and Protection Motivation Theory 

[11], this study applied the conceptual model from Chang-

Dae Ham [9] is as follows: 

 

 
 

Fig. 1.  Chang-Dae Ham (2017) conceptual model. 
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II.  METHODOLOGY 

 

A.  Participants and Procedure 

 

A total of 373 respondents has participated in a survey 

that was shared through a google form. Participants read 

the definition of OBA and then answered questions to 

screen for conditions: whether they had experienced OBA 

in Instagram during the last six months. Given that most 

consumers do not correctly understand how OBA works, 

OBA’s definition and examples were presented to avoid 

any unnecessary misunderstanding that might mistakenly 

lead respondents to give answers about other types of 

advertising [9].  

The other three screening questions were about their 

age, how many times a day they use social media, and 

whether they have an Instagram account. Referring to the 

Indonesian digital data from Hootsuite & We Are Social 

2021, most social media users are between 18-34 years old 

and use social media 3 hours a day on average. So we are 

focusing on this scope to make this research more relevant, 

and because this research aims to see the perception of 

consumers about OBA in Instagram, so it is essential to 

make sure that the participants are Instagram users.  

After the screening process, participants answered a 

series of questions about OBA in the primary survey. 

Among all 373 original participants, a total of 211 (56.5%) 

satisfied the four conditions: they had experience OBA in 

Instagram during the last six months, age between 18-34 

years old, using social media 3 hours a day or more, and 

they have an Instagram account.  

From final the respondents ranged between 18 to 34 

years, Female participants 113 (53.6 %) outnumbered male 

98 (46.4%), Respondents aged 18-22 years old were 79 

people (37.44%), aged 23-27 years old were 68 people 

(32.23%) and aged 28-34 years old were 64 people 

(30.33%). The profession of the respondents are as follows: 

Private/state-owned company employees were 83 people 

(39.34%), Students were 88 people (41.71%), 

Entrepreneurs / Professionals were 16 people (7.58%), 

Civil Servants were 7 people (3.32 %), and others were 17 

people (8.06%). Moreover, of the 211 respondents, as 

many as 116 people (54.98%) used social media for 3-5 

hours a day, and the remaining 95 (45.02%) people used 

social media more than 5 hours a day. 

 

B.  Measurement 

 

This research was conducted using a survey 

questionnaire instrument. The items of each construct were 

measured using a 6-point Likert scale, with 1 indicating 

strongly disagree and 6 expressing strongly agree. First, 

persuasion knowledge was measured by six items modified 

from those suggested by Bearden et al. (2001). Second, 

privacy concerns were measured on a six-item scale based 

on Dolnicar & Jordaan [66]. Third, ad avoidance was 

measured on a five-item scale based on the work of Baek 

& Morimoto [5], Cho & Cheon [56], and Elliott & Speck 

[58]. Fourth, self-efficacy was measured on a four-item 

scale modified from Woon et al. [67], Crossler [65], and 

Larose & Rifon [68].  

Fifth, the perceived risk was computed by multiplying 

perceived risk severity with the corresponding perceived 

risk vulnerability, and the resulting products were added to 

determine each risk factor 

(∑ (𝑠𝑒𝑣𝑒𝑟𝑖𝑡𝑦)𝑖(𝑣𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦)𝑖𝑛
𝑖=1 )   [9]. Sixth, to 

calculate the perceived benefit, each reward item was 

multiplied by its beneficiality as corresponding evaluation, 

and the results were added to arrive at each outcome factor 

(∑ (reward belief)𝑖(beneficiality)𝑖𝑛
𝑖=1 )  [9]. Next, 

reactance was measured by seven items modified from 

White et al. [69] and Hong & Faedda [70]. Finally, 

perceived personalization was measured by five items 

adapted from Dolnicar & Jordaan  [66]. 

 

 

III.  RESULTS 

 

The model was tested using Lisrel 8.8  in a two-step 

process. First, a confirmatory factor analysis (CFA) was 

conducted to confirm the reliability and validity of the 

measurement model overall and each construct 

individually. The second step was to apply structural 

equation modeling (SEM) to examine the hypotheses in our 

proposed model.  

 

 

A.  Measurement Model 

 

This section will discuss the results of testing the validity 

and reliability of all respondent data. The test results are in 

the table below: 
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TABLE I 

RESULTS OF LOADING FACTOR AND T-VALUE 

 

 
 

The validity test can be seen that the results are based on 

the loading factor value ≥ 0.5 and the t-value ≥ 1.65 (one-

tailed) in table 1. All indicator items have a loading factor 

value of ≥ 0.5 except for the RA2 item in the reactance 

variable, but when viewed from the t-value, the RA2 item 

is still significant with a value of 5.51. The researcher 

concludes that the RA2 item in the reactance variable is 

still considered valid. 

The reliability test is seen from the value of construct 

reliability (CR), where the cut-off is ≥ 0.7 and the AVE 

value ≥ 0.5 [71]. Table 2 shows that all variables in the 

model, both the CR value and the AVE value, are still 

above the cut-off value; thus, it can be concluded that the 

measurement scale is reliable. 

 

 

 

 

TABLE II 

RELIABILITY TEST RESULTS 

 

 
 

 Before entering into hypothesis testing, the step 

necessary is to test the model fit. A model fit test needs to 

be done to evaluate whether this research model is suitable 

in describing every relationship between variables in the 

study. There are three categories of indexes that are 

commonly used to measure the fit of a research model: 

 

 

 

Variable Indicator loading factor t-value Validity

PK1 0.83 14.45 Valid

PK2 0.82 14.12 Valid

PK3 0.83 14.45 Valid

PK4 0.79 13.41 Valid

PK5 0.66 10.38 Valid

PK6 0.49 7.26 Valid

PR1 0.85 15.24 Valid

PR2 0.88 16.09 Valid

PR3 0.89 16.28 Valid

PR4 0.89 16.38 Valid

PB1 0.77 12.91 Valid

PB2 0.80 13.58 Valid

PB3 0.80 13.61 Valid

PB4 0.86 15.20 Valid

PB5 0.86 15.44 Valid

SE1 0.61 9.53 Valid

SE2 0.87 15.62 Valid

SE3 0.88 15.78 Valid

SE4 0.87 15.55 Valid

RA1 0.62 9.70 Valid

RA2 0.38 5.51 Valid

RA3 0.69 11.02 Valid

RA4 0.84 14.67 Valid

RA5 0.84 14.76 Valid

RA6 0.85 14.87 Valid

RA7 0.71 11.52 Valid

PP1 0.85 14.93 Valid

PP2 0.79 13.26 Valid

PP3 0.79 13.43 Valid

PP4 0.89 16.03 Valid

PC1 0.82 14.28 Valid

PC2 0.85 15.00 Valid

PC3 0.78 13.12 Valid

PC4 0.91 16.73 Valid

PC5 0.67 10.67 Valid

PC6 0.70 11.45 Valid

AA1 0.65 10.08 Valid

AA2 0.82 13.89 Valid

AA3 0.70 11.06 Valid

AA4 0.56 8.34 Valid

AA5 0.75 12.17 Valid

Perceived 

Personalization

Privacy Concern

Ad Avoidance

Persuasion Knowledge

Perceived Risk

Perceived Benefit

Self Efficacy

Reactance

Persuasion 

Knowledge

PK1 0,83 0,69 0,30

0,92 0,56 Reliabel

PK2 0,82 0,67 0,32

PK3 0,83 0,69 0,30

PK4 0,79 0,62 0,37

PK5 0,66 0,44 0,56

PK6 0,49 0,24 0,76

∑ 4,42 3,35 1,69

∑^2 19,54

Perceived 

Risk

PR1 0,85 0,72 0,27

0,93 0,77 Reliabel

PR2 0,88 0,77 0,22

PR3 0,89 0,79 0,21

PR4 0,89 0,79 0,20

∑ 3,51 3,08 0,90

∑^2 12,32

Perceived 

Benefit

PB1 0,77 0,59 0,41

0,91 0,67 Reliabel

PB2 0,80 0,64 0,37

PB3 0,80 0,64 0,36

PB4 0,86 0,74 0,27

PB5 0,86 0,74 0,25

∑ 4,09 3,35 1,66

∑^2 16,73

Self Efficacy

SE1 0,61 0,37 0,62

0,89 0,67 Reliabel

SE2 0,87 0,76 0,23

SE3 0,88 0,77 0,22

SE4 0,87 0,76 0,24

∑ 3,23 2,66 1,31

∑^2 10,43

Reactance

RA1 0,62 0,61 0,61

0,88 0,48 Reliabel

RA2 0,38 0,85 0,85

RA3 0,69 0,53 0,53

RA4 0,84 0,30 0,30

RA5 0,84 0,29 0,29

RA6 0,85 0,28 0,28

RA7 0,71 0,50 0,50

∑ 4,93 3,36 3,36

∑^2 24,30

Perceived 

Personalizat

ion

PP1 0,85 0,72 0,28

0,90 0,69 Reliabel

PP2 0,79 0,62 0,38

PP3 0,79 0,62 0,37

PP4 0,89 0,79 0,21

∑ 3,32 2,76 1,24

∑^2 11,02

Privacy 

Concern

PC1 0,82 0,67 0,33

0,91 0,63 Reliabel

PC2 0,85 0,72 0,28

PC3 0,78 0,61 0,40

PC4 0,91 0,83 0,18

PC5 0,67 0,45 0,55

PC6 0,70 0,49 0,50

∑ 4,73 3,77 2,24

∑^2 22,37

Ad Avoidance

AA1 0,65 0,42 0,58

0,83 0,49 Reliabel

AA2 0,82 0,67 0,33

AA3 0,70 0,49 0,51

AA4 0,56 0,31 0,69

Variabel Indikator SLF SLF^2

Measurement 

Error CR AVE Reliability

AA5 0,75 0,56 0,44

∑ 3,48 2,46 2,55

∑^2 12,11
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1. Absolut Fit Indices which includes parameters 

such as GFI, RMSEA, and SMSR 

2. Incremental Fit Indices which among them are 

NFI, NNFI, RFI, IFI, and CFI 

3. Parsimony Fit Indices among which are PNFI, 

PGFI, and AGFI 

 

From table 3 the results of the model fit test, it can be 

seen that this model is fit on the parameters belonging to 

the incremental fit indices category such as NFI with a 

value of 0.88 (marginal fit), NNFI with a value of 0.92 

(good fit), CFI with a value of 0.92 (good fit), IFI with a 

value of 0.92 (good fit) and RFI with a value of 0.87 

(marginal fit). 

 
TABLE III 

MODEL FIT TEST RESULTS 

 

 
 

B.  Hypothesis Testing 

 

Hypothesis testing is done by using the Maximum 

Likelihood (ML) method. In addition, testing the 

relationship between the dependent and independent 

variables was carried out by looking at the significance 

based on the comparison between the t-statistic value 
generated by Lisrel and the t-table based on one tailed 5% 

alpha level (1.645). The test results for each hypothesis are 

explained as follows:  

The relationship between persuasion knowledge and 

privacy concern has a positive coefficient of 0.04, but when 

viewed from the t-statistic value, the effect of persuasion 

knowledge on privacy concern is 0.57 where this value is 

lower than the t-table with 5% alpha, which is 1.645. Thus, 

it means that the hypothesis is rejected, and it is stated that 

the effect of persuasion knowledge on privacy concerns is 

not significant.  

The effect of persuasion knowledge and perceived risk 

has a positive coefficient value of 0.09, but the t-statistic 

value test results show that persuasion knowledge has no 

significant effect on the perceived risk because it only has 

a t-value of 1.20, where this value is smaller than the t-table 

is 1.645; thus hypothesis 2a is rejected. On the other hand, 

the effect of persuasion knowledge on perceived benefits 

has a positive coefficient of 0.43 with a t-statistic value of 

5.63, which means that knowledge persuasion has a 

positive and significant effect on perceived benefits; thus, 

hypothesis 2.b is accepted.  

It was found that perceived risk had a positive and 

significant effect on privacy concern with a coefficient 

value of 0.68 with a t-statistic value of 9.66, and thus 

hypothesis 3.a was accepted. This further shows that 

consumer’s perceptions of risk will affect awareness of 

privacy issues in the context of OBA. The test results show 

that perceived benefits and privacy concern have a positive 

relationship with a coefficient of 0.003. The t-statistic 

significance level is 0.04; thus, the effect of perceived 

benefits on privacy concern is not significant, and 

hypothesis 3.b is rejected.  

There is a positive and significant effect between 

persuasion knowledge and self-efficacy with a coefficient 

value of 0.37 and a t-statistic of 4.63; thus, hypothesis 4.a 

is accepted. There is a negative effect between self-efficacy 

and privacy concern with a coefficient value of -0.2, which 

means that the higher the level of consumer confidence in 

their ability to avoid OBA, the more consumers will see 

that privacy issues are not a serious problem. From this test, 

the t-statistic significance level between self-efficacy and 

privacy concern is -3.12, where this shows a significant 

effect. This result is different from the hypothesis, which 

proposes a positive and significant effect between self-

efficacy and privacy concern, so hypothesis 4.b is rejected. 

From the tests conducted, there is a positive effect 

between privacy concern and ad avoidance with a 

coefficient value of 0.32 and a t-statistic value of 3.42; thus, 

it is stated that there is a significant positive effect between 

privacy concern and ad avoidance, and hypothesis 5 is 

accepted. This means that the more a consumer is aware of 

the privacy risks of OBA, the more it will make them try to 

avoid OBA advertisements.  

There is an effect between persuasion knowledge and 

reactance with a coefficient value of -0.01 and a t-statistic 

value of -0.07; thus, it is stated that there is no significant 

positive effect between persuasion knowledge and 

reactance, and hypothesis 6.a is rejected. From the tests 

conducted, there is a positive effect between reactance and 

ad avoidance with a coefficient value of 0.64 and a t-

statistic value of 6.19; thus, it is stated that there is a 

significant positive effect between reactance and ad 

avoidance, and hypothesis 6.b is accepted. 

From the tests conducted, it can be seen that there is an 

effect between persuasion knowledge on perceived 

personalization with a coefficient value of 0.34 and a t-

statistic value of 4.51; thus, it is stated that between 

persuasion knowledge and perceived personalization, there 

is a significant positive effect and hypothesis 7.a is 

accepted. There is a negative effect between perceived 

personalization on ad avoidance with a coefficient value of 

-0.10. This is in line with the theory that when consumers 

feel that OBA ads have been adjusted to their needs, they 

will not avoid OBA advertisements. And from the t-

statistic value, which is -1.71, this negative effect is 

declared significant, and thus hypothesis 7.b is accepted. 

There is a positive effect between reactance and privacy 

concern with a coefficient value of 0.18 and a t-statistic 

value of 3.01, this positive effect is declared significant, 

and thus hypothesis 8.a is accepted. There is a positive 

effect between perceived personalization and privacy 

concern with a coefficient value of 0.06. However, from 

the t-statistic value, which is only 1.06, this positive effect 

Category Goodness of Fit Indices Cut-off Value Model Estimation Result

Goodness of Fit Index ( GFI ) ≥ 0.90 0.67

Root Mean Square Error of Approximation ( RMSEA ) < 0.08 0.092

Standardized Root Mean Residual ( SRMR ) < 0.09 0.17

Normed Fit Index ( NFI ) ≥ 0.90 0.88

Non Normed Fit Index ( NNFI ) ≥ 0.90 0.92

Comparative Fit Index ( CFI ) ≥ 0.90 0.92

Incremental Fit Index ( IFI ) ≥ 0.90 0.92

Relative Fit Index ( RFI ) ≥ 0.90 0.87

Parsimony Normed Fit Index ( PNFI ) ≥ 0.90 0.82

Parsimony Goodness of Fit Index ( PGFI ) ≥ 0.90 0.60

Adjusted Goodness of Fit Index ( AGFI ) ≥ 0.90 0.63

Absolute Fit Indices

Incremental Fit Indices

Parsimony Fit Indices
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is declared insignificant, and thus hypothesis 8.b is 

rejected. 

From the result of the test, there is a positive effect 

between perceived risk on ad avoidance with a coefficient 

value of 0.15, and this is in line with the theory that when 

a consumer feels that OBA advertisements have risk, they 

will avoid OBA advertisements. From the t-statistic value, 

which is 1.77, this positive effect is declared significant, 

and thus hypothesis 9.a is accepted. There is a negative 

effect between perceived benefit on ad avoidance with a 

coefficient value of -0.05. However, from the t-statistic 

value, which is only -0.89, this negative effect is declared 

insignificant, and thus hypothesis 9.b is rejected. And 

finally, there is a positive effect between perceived risk on 

ad avoidance with a coefficient value of 0.22, with a t-

statistic value of 3.33, this positive effect is declared 

significant, and thus hypothesis 9.c is accepted. 

 
TABLE IV 

HYPOTHESIS TEST RESULT 

 

 
 

In this study, we also conducted a mediation test to see 

the role of privacy concern as a link in integrating the 

PKM-PMT model as proposed by Chang-Dae Ham [9], 

where privacy concern plays an important role in a driving 

factor for protective behavior in this case namely ad 

avoidance. From the results of the tests conducted, privacy 

concern does not have an indirect effect on the relationship 

between persuasion knowledge – ad avoidance (coefficient 

0.03 and t-statistic 0.46), perceived benefit – ad avoidance 

(coefficient 0.04 and t-statistic 0.35), perceived 

personalization – ad avoidance (coefficient 0.04 and t-

statistic 0.35), perceived personalization – ad avoidance 

(coefficient 0.06 and t-statistic 0.68).  

Privacy concern has a positive and significant indirect 

effect on the relationship between reactance – ad avoidance 

(coefficient 0.16 and t-statistic 2.31). Privacy concern has 

a negative and significant indirect effect on the relationship 

between self-efficacy and ad avoidance (coefficient -0.20 

and t-statistics - 3.06). Because the direct relationship 

between self-efficacy and reactance to ad avoidance also 

has a significant relationship, it can be concluded that 

privacy concern mediates the relationship between self-

efficacy - ad avoidance and reactance - ad avoidance. 

 
Fig. 1.  Hypothesis final model. 

 

 

 

IV.  DISCUSSION 

 

 This research aims to explore how consumers cope 

with the persuasion tactics of OBA in social media 

Instagram. OBA is an interesting advertising practice 

providing both benefits (relevant messages) and risks 

(privacy infringements) to consumers; thus, consumers 

have ambivalent and paradoxical attitudes toward it [8]. 

The research conducted by Chang-Dae Ham [9] explains 

the trade-offs (risks and benefits) contained in OBA and 

how consumer strategy to cope with them. The integrated 

model proposed by Chang-Dae Ham [9] contributes to 

addressing unique aspects of consumer coping strategies: 

how consumers recognize the threat of persuasion tactics 

(persuasion knowledge); how such threat recognition is 

associated with threat appraisal (risk-benefit), coping 

appraisal (self-efficacy), and affective response processing 
(reactance; perceived personalization); and how these 

processes motivate protection behavior (privacy concerns; 

ad avoidance).  

This study wanted to replicate the model from Chang-

Dae Ham [9] and apply those research models to test how 

consumer coping strategies deal with persuasion 

techniques from OBA on social media Instagram. Given 

the difference in platforms, wherein Chang Dae Ham’s 

research only tests within the scope of the website 

platform, we want to explore further how the proposed 

model explains the coping strategies of consumers on 

social media platforms, especially Instagram. 

We found that persuasion knowledge was positively 

associated with perceived benefits and but not related to 

perceived risks. A positive association between persuasion 

knowledge and perceived benefits is in accordance with 

Chang-Dae Ham’s [9] findings, which also refer to 

Kirmani & Campbel [37], where persuasion knowledge is 

an antecedent factor in assessing OBA benefits. However, 

Hypothesis Path Coefficients t-value

H1 PK -> PC 0.04 0.57

H2a PK -> PR 0.09 1.20

H2b PK -> PB 0.43 5.63

H3a PR -> PC 0.68 9.66

H3b PB -> PC 0.003 0.04

H4a PK -> SE 0.37 4.63

H4b SE -> PC -0.20 -3.12

H5 PC -> AA 0.32 3.42

H6a PK -> RA -0.01 -0.07

H6b RA -> AA 0.64 6.19

H7a PK -> PP 0.34 4.51

H7b PP -> AA -0.10 -1.71

H8a RA -> PC 0.18 3.01

H8b PP -> PC 0.06 1.06

H9a PR -> AA 0.15 1.77

H9b PB -> AA -0.05 -0.89

H9c SE -> AA 0.22 3.33
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the persuasion knowledge is not related to the perceived 

risk in our findings, and This result is different from 

Chang-Dae Ham’s [9] findings where it indicates that the 

perception of risk in OBA on social media Instagram is 

more determined by other factors outside of persuasion 

knowledge. Further research is needed to find out other 

factors that are the primary considerations of consumers on 

Instagram in assessing the risk of OBA.  

Our next finding that perceived risk was positively 

associated with privacy concerns, whereas perceived 

benefit was not associated with privacy concerns, and 

privacy concern was positively related to consumer 

tendency to avoid OBA. This result is slightly different 

from Chang-Dae Ham [9] and some previous studies (e.g., 

[72]–[74]) suggesting that the risk and benefit assessment 

determines consumer attitudes intention of use and also in 

developing effective coping strategies. With these findings, 

we argue that consumers in social media Instagram only 

assess the perceived risk as the driving factor in developing 

coping strategies.  

Our results reveal that perceived risk is a major factor in 

assessing privacy concerns without considering the 

benefits of receiving relevant messages from OBA. This is 

in line with the suggestion from Chang-Dae Ham [9] that 

perceived risk-benefit assessment depends on the context, 

and that perceived risk is greater in the OBA context 

because of its use of covert tactics and the lack of consumer 

knowledge about it. Interestingly, we found that self-

efficacy has a significant negative association with privacy 

concerns. Contrary to the PMT suggests, we found that 

higher self-efficacy lowered privacy concerns, where these 

findings indicate that the higher the self-efficacy of 

consumers, the more they feel that privacy issues are not a 

cause for concern because they feel they will easily 

overcome them.  

This study also tested cognitive appraisal variables 

(reactance and perceived personalization) to see the 

relationship between persuasion knowledge and protection 

motivation. We found that perceived personalization was 

significantly associated with persuasion knowledge, but 

reactance is not related to persuasion knowledge. In 

protection motivation, we found that reactance is directly 

positive related to ad avoidance, and perceived 

personalization is negatively related with ad avoidance.  

This result implies that the more consumers consider the 

persuasion technique (cookies tracking) used by OBA is 

solely to provide personalized messages, the more 

consumers reduced their ad avoidance behavior. On the 

other hand, this finding also implies it is not persuasion 

knowledge that influences reactance in terms of ad 

avoidance, but it is the belief that the advertisement is 

intrusive that the end forms a psychological reactance to 

act against and avoid the advertisement. This finding is 

supported by the study from Chung & Kim [75], which 

found that perceived intrusiveness will encourage 

consumers to do ad avoidance, although further research 

must be carried out to see the relationship between 

reactance and perceived intrusiveness. 

We also find that privacy concerns mediate the 

relationship between reactance and ad avoidance and that 

the relationship between self-efficacy and ad avoidance 

differs from [9]. These results indicate that consumers on 

Instagram social media will still tend to avoid OBA ads 

without considering the risk and benefit assessment. This 

indicates that they feel that OBA ads interfere with the 

experience of using Instagram, so there must be a tendency 

to avoid, and privacy concerns are one of the factors 

driving the avoidance of these ads. This result is in line 

with the findings in the research of Lin & Kim [76], which 

found that intrusiveness concern and privacy concern are 

antecedent variables that determine attitudes towards 

advertising on social media.  

  

 

V.  CONCLUSION 

 

 In conclusion, the research model proposed by Chang-

Dae Ham [9], when tested on the Instagram social media 

platform, shows that the only relationship that can show the 

integration between the persuasion knowledge model 

(PKM) and protection motivation theory (PMT) is through 

self-efficacy where the higher of consumers knowledge of 

persuasion techniques from OBA will further increase 

consumer self-efficacy and make consumers see that the 

issue of privacy is not a serious matter and there is no need 

to try to avoid advertising because they feel sure that it will 

be easy to overcome the persuasion technique from OBA.  

 Furthermore, from the results of this study, it can be 

seen that consumers view the persuasion techniques used 

by OBA (in this case, the use of covert cookies) only for 

“positive” purposes as illustrated in the perceived benefits 

and perceived personalization. And on the other hand, only 

things that are “negative” such as perceived risk and 

reactance, will affect protection motivation (privacy 

concern) and ultimately lead to ad avoidance behavior. 

 

A. Implications of the study 

 

First, this study found that persuasion knowledge from 

consumers only played a significant role in positive factors 

such as perceived benefit and self-efficacy (cognitive 

appraisal) and perceived personalization (cognitive 

process). These findings are different from the research 

findings conducted by Chang-dae Ham [9], where 

persuasion knowledge plays a significant role in all factors 

in cognitive appraisal but not in cognitive processes. This 

shows that currently, consumers already have good 

knowledge about covert persuasion techniques using 

cookie files by OBA so that consumers can easily control 

these persuasion techniques and no longer create fear.  

Control over the use of cookie files as a covert technique 

in OBA is also helped because various social media 

platforms such as Instagram have options in their settings 

section regarding data sharing. Instagram users can set 

whether or not they allow their behavioral data to be shared 

with third parties to provide relevant advertisements. Web 

browsers such as Google as well as android/iPhone mobile 
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devices have also enabled their users to clear cookies and 

their web browsing history. And from the results of this 

study, it can be seen that consumers already know these 

ways to control the tracking carried out by OBA. 

Second, this study found that negative factors such as 

perceived risk and reactance played a significant role in 

privacy and ad avoidance issues in terms of protective 

motivation and behavior. These negative factors are not at 

all related to persuasion knowledge, and this shows the 

consumer’s perception that the nature of advertising is 

intrusive [75] without paying attention to the hidden 

persuasion of advertising that causes ad avoidance 

behavior. In the context of advertising on Instagram, the 

intrusive nature of ads may be caused by too often ads 

appear, especially when an Instagram user is looking at the 

Instagram stories section. Because on Instagram stories, a 

user will see an ad almost every time they finish viewing 

the stories of two of their friends (two stories one ad). This 

is certainly felt to interfere with the experience of using 

Instagram. 

Third, this study found that the only connecting factor 

between PKM and PMT is through self-efficacy, where 

self-efficacy shows the level of consumer persuasion 

knowledge and confidence in overcoming covert 

persuasion techniques from OBA. The higher the self-

efficacy of a consumer, the easier it will be for consumers 

to control OBA persuasion techniques and consider it not a 

threat to privacy. Thus, the managerial implications that 

can be drawn from the results of this study are: 

First, Considering the results of this study, consumers 

already have fairly good persuasion knowledge and 

confidence in controlling OBA persuasion techniques. 

Marketers and Instagram ad networks must continue to 

maintain and improve ways of providing clear information 

about tracking techniques in OBA and maintain giving 

users choices in sharing their behavioral data on Instagram 

as it is currently being done. Because by providing clear 

information and options for sharing behavioral data, it will 

give consumers more flexibility in controlling OBA, and 

the more consumers are free to control OBA, the 

consumers will not view OBA as a threat so that it will 

reduce ad avoidance behavior. 

Second, because consumers still view advertisements as 

intrusive, marketers and the Instagram ad network have to 

think more about the number of ads that appear every time 

a consumer uses Instagram and think about each ad’s 

content. By making advertisements that appear not too 

massive, consumers on Instagram will not be too disturbed 

by the appearance of advertisements. About advertising 

content, relevant advertisements are often not followed by 

exciting and informative content so that consumers will not 

easily avoid an advertisement that appears on Instagram. 

By creating exciting and more informative content, of 

course, the ad avoidance behavior of consumers on 

Instagram can be reduced. 

This study also has social implications. This study 

indicates that only negative factors such as perceived risk 

and reactance have a significant effect on privacy concern 

and ad avoidance without having a relationship with the 

persuasion knowledge of OBA. Apart from the intrusive 

nature of advertising, these results may also indicate 

consumer fear on Instagram about the potential for fraud 

and phishing. False advertisements often also appear in the 

scope of online ads, which makes consumers afraid to click 

on an online advertisement that appears, including on 

social media, because it can put them at risk of dealing with 

online fraudsters. This risk is very serious and more 

difficult for consumers to overcome than understanding the 

use of cookies in OBA. Of course, this needs to be a 

concern for the government as a policymaker and also for 

the advertising industry players to do something to protect 

the interests of consumers. 

 

B. Limitations and future study 

 

This study has several limitations: First, This study only 

examines respondents aged 18-34 years; by expanding the 

age range of respondents in the next study, it may provide 

better validity. Second, This research only examines OBA 

in the form of videos and image ads within the scope of 

Instagram, and there are many other forms of OBA found 

on other platforms such as video ads on YouTube, text ads 

on Twitter, or banner ads on gaming and movie streaming 

applications. Researching other platforms might give a 

better picture of each relationship in this research model.  

Third, This research has not included a factor in 

consumers’ ability to control OBA tracking methods such 

as deleting cookies or using data sharing settings options; 

future research may include these factors as one of the 

determinants for testing coping appraisals 
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